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CLIENT DEVICE IDENTIFICATION WHEN COMMUNICATING THROUGH A

NETWORK ADDRESS TRANSLATOR DEVICE

CROSS REFERENCE TO RELATED APPLICATIONS

This application claims priority from U.S. Provisional Application No. 60/299,454,

filed June 21, 2001, and titled "Client Device Identification When Communicating Through

A Network Address Translator Device/' which is incorporated by reference.

TECHNICAL FIELD

This invention relates to identifying client devices that communicate with a host

system through a network address translator device.

BACKGROUND

An increasing number of client devices are arranged in a network (e.g., a local area

network (LAN)) in businesses and in the home. These networked client devices may be

configured to communicate with devices external to the network through a network address

translator (NAT) device. The NAT device enables communication with and among internal

client devices within the LAN by associating a set of internal addresses with those internal

devices such that commxmications between the internal cHent devices and one or more

external devices and/or systems (e.g., a host system or the Internet) are established based on a

translation between the set of internal addresses and a set of external addresses perceived by

the external devices or systems as being associated with the internal client devices. The NAT

device performs the address translation necessary for communication between one or more of

the client devices and a device or system external to the LAN.

Typically, the set of internal addresses and the chent devices themselves are masked

and hidden to devices external to the LAN by the NAT device. For example, a host system

may recognize the LAN as a single device rather than recognizing the individual chent

devices or users of the individual chent devices within the LAN, or the host system may not

be able to distinguish a particular chent device or user of the particular device within the

LAN.
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SUMMARY

In one general aspect, enabling a host system to communicate with and to identify at

least one client device that communicates with the host system through a network address

translator device includes enabling communications from a first client device through the

network address translator device. A data packet is received that includes a payload portion

and an attribute portion, where the attribute portion includes a destination address that

indicates a destination for the data packet and a nearest source address. A portion of the

received data packet other than the nearest source address is examined for a host-assigned

identifier that identifies a client device that communicated the received data packet. The

received data packet typically is processed in accordance with predetermined host system

controls accessible to the host system for the first cHent device if the host-assigned identifier

identifies the first client device.

Implementations may include one or more of the following features. For example,

enabling communications may include enabling communications from the first chent device

operating in a home network through the network address translator device.

The payload portion ofthe received data packet may be examined for the host-

assigned identifier. The host-assigned identifier may differ from the nearest source address.

Communications may be enabled from the first client device using a tunnehng

protocol and/or using Layer Two Tunneling Protocol (L2TP). Communications may be

enabled from the first client device without using cookies. The first chent device may be

assigned a first identifier to be included in payload portions of data packets that are

communicated between the first client device and the host system, where the host-assigned

identifier may include the first identifier. The host system may uniquely identify the first

client device through use of the first identifier.

Communications may be enabled from a second client device that communicates

through the network address translator device. The received data packet may be processed in

accordance with predetermined host system controls accessible to the host system for the

second client device ifthe host-assigned identifier identifies the second client device. The

second client device may be assigned a second identifier to be included in payload portions

of data packets that are communicated between the second client device and the host system,

where the host-assigned identifier includes the second identifier. The host system may

uniquely identify the second client device through use of the second identifier.
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The first identifier may include a first routable EP address and the second identifier

may include a second routable IP address. The predetermined host system controls may

include parental controls, controls over personal identification information commimicated to

a third party^ and/or controls over a personalized web page. The predetermined host system

controls may be maintained by the host system.

The attribute portion of the received data packet also may include a source address

that identifies the network address translator device such that the attribute portion of the

received data packet may be examined for the source address and the source address may be

used to determine whether the received data packet is a first data packet received fi:om the

network address translator device. The payload portion ofthe received data packet may be

examined for the host-assigned identifier that identifies the client device that communicated

the received data packet only when the received data packet is determined to be the first data

packet received fi'om the network address translator device.

A user of the first client device may be identified based on the examined host-

assigned identifier and a user identifier, and the received data packet may be processed based

on the examined host-assigned identifier and the user identifier. The user identifier may

include a user name, and also may include a password. The received data packet may be

processed based on the examined host-assigned identifier, the user name, and/or the

password.

The client device maybe identified firom among several client devices based on the

examined host-assigned identifier, where the received data packet may be processed in

accordance with the predetermined host system controls accessible to the host system for the

identified cUent device.

In another general aspect, enabling at least one client device to be identified by and

communicate with a host system through a network address translator device includes

commimicating with the host system using a first client device that communicates through

the network address translator device having a nearest source address. A first identifier that

differs fi*om the nearest source address and identifies the furst client device may be embedded

in a portion of a data packet other than the nearest source address commimicated between the

first client device and the host system. The data packet may be sent to the host system, and

the host system may examine and process the data packet in accordance with predetermined
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host system controls accessible to the host system for the first chent device when the portion

of the data packet includes the first identifier.

Implementations may include one or more ofthe following features. For example,

the first identifier may be embedded in a payload portion of the data packet. The data packet

5 may be sent to the host system, and the host system may examine the payload portion and

process the data packet in accordance with predetermined host system controls accessible to

the host system for the first client device when the payload portion includes the first

identifier

The first cUent device may operate in a home network that communicates through the

10 network address translator device. The first client device may commimicate with the host

system using a tunneling protocol and/or using L2TP. The first client device may

communicate with the host system without using cookies. The first identifier may be

rg. received from the host system to identify the first client device. The first identifier may be

used to uniquely identify the first client device.

15 A second client device that communicates through the network address translator

^ device may communicate with the host system. A second identifier to identify the second

'J^'
client device may be embedded in a portion of a data packet other than the nearest source

H address communicated between the second client device and the host system. The data

: packet may be sent to the host system, which may examine the portion of the data packet and

L!;: 20 process the data packet in accordance with predetermined host-accessible system controls for

M the second cHent device when the portion of the data packet includes the second identifier.

The second identifier may be embedded in a payload portion of the data packet. The data

packet may be sent to the host system, and the host system may examine the payload portion

and process the data packet in accordance with predetermined host system controls accessible

25 to the host system for the client device when the payload portion includes the second

identifier. The second identifier may be received from the host system to identify the second

client device. The second identifier may be used to imiquely identify the second chent

device.

The first identifier may include a first routable EP address and the second identifier

30 may include a second routable IP address.

These general and specific aspects may be implemented using a system, a method, or

a computer program, or any combination of systems, methods, and computer programs.
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Other features and advantages will be apparent from the description and drawings,

and from the claims.

DESCRIPTION OF DRAWINGS

Fig, 1 is a block diagram of a communications system.

Figs. 2 and 3 are expansions of the block diagram of Fig. 1.

Fig. 4A is an expansion of the block diagram of Fig. 1 including a network address

translator device.

Fig. 4B is an exemplary table illustrating one or more identifiers that may be assigned

to client devices.

Fig. 5 is a flow chart of an exemplary process used by a host system to assign an

identifier to at least one client device with which it communicates through a network address

translator device and to communicate with that chent device.

Fig. 6 is a flow chart of an exemplary process used by at least one chent device to

receive a host-assigned identifier and to communicate with a host system through a network

address translator device.

Like reference symbols in the various drawings may indicate like elements.

DETAILED DESCRIPTION

For illustrative purposes, Figs. 1-3 describe a communications system for

implementing techniques for transferring electronic data. For brevity, several elements in the

figures described below are represented as monolithic entities. However, as would be

understood by one skilled in the art, one or more of these elements may include numerous

interconnected computers and components designed to perform a set of specified operations

and/or dedicated to a particular geographical region.

Referring to Fig. 1, a communications system 100 is capable of dehvering and

exchanging data between a client system 105 and a host system 110 through a

communications link 115. The client system 105 typically includes one or more chent

devices 120 and/or chent controllers 125, and the host system 110 typically includes one or

more host devices 135 and/or host controllers 140. For example, the chent system 105 or the

host system 110 may include one or more general-purpose computers (e.g., personal

computers), one or more special-purpose computers (e.g., devices specifically programmed
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to communicate with each other and/or the client system 105 or the host system 1 10), or a

combination of one or more general-purpose computers and one or more special-purpose

computers. The client system 105 and the host system 110 may be arranged to operate

within or in concert with one or more other systems, such as, for example, one or more LANs

("Local Area Networks") and/or one or more WANs ("Wide Area Networks").

The client device 120 (or the host controller 135) is generally capable of executing

instructions under the command of a client controller 125 (or a host controller 140). The

client device 120 (or the host device 135) is connected to the client controller 125 (or the host

controller 140) by a wired or wireless data pathway 130 (or pathway 145) capable of

delivering data.

The cHent device 120, the client controller 125, the host device 135, and the host

controller 140 each typically include one or more hardware components and/or software

components. An example of a client device 120 or a host device 135 is a general-purpose

computer (e.g., a personal computer) capable of responding to and executing instructions in a

defined manner. Other examples include a special-purpose computer, a workstation, a

server, a device, a component, other physical or virtual equipment or some combination

thereof capable ofresponding to and executing instructions.

An example of chent controller 125 or a host controller 140 is a software application

loaded on the client device 120 or the host device 135 for commanding and directing

communications enabled by the client device 120 or the host device 135. Other examples

include a program, a piece of code, an instruction, a device, a computer, a computer system,

or a combination thereof, for independently or collectively instructing the chent device 120

or the host device 135 to interact and operate as described. The client controller 125 and the

host controller 140 may be embodied permanently or temporarily in any type of machine,

component, physical or virtual equipment, storage medium, or propagated signal capable of

providing instructions to the client device 120 or the host device 135.

The communications link 115 typically includes a delivery network 160 capable of

enabhng direct or indirect communication between the client system 105 and the host system

110, irrespective of physical separation. Examples of a delivery network 160 include the

Internet, the World Wide Web, WANs, LANs, analog or digital wired and wireless telephone

networks (e.g. PSTN, ISDN, and xDSL), radio, television, cable, satellite, and/or any other

delivery or tunneling mechanism for carrying data. The communications link 115 may
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include communication pathways 150, 155 that enable communications through the one or

more delivery networks 160 described above. Each of the communication pathways 150,

155 may include, for example, a wired, wireless, cable or satellite communication pathway.

Fig. 2 illustrates a communication system 200 including a client system 205

communicating with a host system 210 through a communications link 215. Client system

205 typically includes one or more client devices 220 and one or more client controllers 225

for controlling the cUent devices 220, Host system 210 typically includes one or more host

devices 235 and one or more host controllers 240 for controlling the host devices 235. The

communications link 215 may include communication pathways 250, 255 enabling

communications through the one or more delivery networks 260,

Examples of each element within the communication system 200 of Fig. 2 are broadly

described above with respect to Fig. 1. In particular, the host system 210 and the

communications link 215 typically have attributes comparable to those described with

respect to the host system 110 and the communications link 115 of Fig. 1 ,
respectively.

Likewise, the chent system 205 of Fig, 2 typically has attributes comparable to and may

illustrate one possible implementation of the client system 105 of Fig, 1.

The client device 220 typically includes a general purpose computer 270 having an

internal or external storage 272 for storing data and programs such as an operating system

274 (e.g., DOS, Windows™, Windows 95™, Windows 98™, Windows 2000™, Windows

NT™, Windows ME™, Windows XP™, OS/2, Mac OS X, Unix, and Linux) and one or

more apphcation programs. Examples of application programs include authoring

applications 276 (e.g., word processing, database programs, spreadsheet programs, and

graphics programs) capable of generating documents or other electronic content; cUent

apphcations 278 (e.g., AOL cUent, CompuServe chent, AIM chent, AOL TV client, and ISP

chent) capable ofcommunicating with other computer users, accessing various computer

resources, and viewing, creating, or otherwise manipulating electronic content; and browser

apphcations 280 (e.g., Netscape's Navigator and Microsoft's Internet Explorer) capable of

rendering content such as standard Internet content and email content. Other examples of

apphcation programs may include, for example, a PPP chent, an UDP chent, a PPPoE chent,

and an L2TP client, which may be included as a client application 278 or may be a separate

application program used to support other application programs, such as the client

apphcations 278 and the browser apphcations 280.



Docket No,: 06975-092001

Client Ref. No.: Home Networking 03

The general-purpose computer 270 also includes a central processing unit 282 (CPU)

for executing instructions in response to commands from the chent controller 225. In one

implementation, the CPU 282 executes instructions included in one or more ofthe

appUcation programs installed on the internal or external storage 272 of the general-purpose

computer 270. In another implementation, the CPU 282 executes instructions included in

appUcation programs externally stored in and executed by one or more device(s) external to

the general-purpose computer 270.

The general-purpose computer 270 typically will include a communication device

284 for sending and receiving data. One example of the communication device 284 is a

modem, such as a DSL modem, a cable modem, or a satellite modem. Other examples

include, a transceiver, a set-top box, a communication card, a satellite dish, an antenna, or

another network adapter capable of transmitting and receiving data over the commxmications

link 215 through a wired or wireless data pathway 250. The general-purpose computer 270

also may include a TV ("television") tuner 286 for receiving TV programming in the form of

broadcast, satellite, and/or cable TV signals. As a result, the cUent device 220 can selectively

and/or simultaneously display network content received by communications device 284 and

television programming content received by the TV tuner 286.

The general-purpose computer 270 typically will include an input/output interface

288 to enable a wired or wireless connection to various peripheral devices 290. Examples of

peripheral devices 290 include, but are not limited to, a mouse 291, a mobile phone 292, a

personal digital assistant 293 (PDA), a keyboard 294, a display monitor 295 with or without

a touch screen input, a TV remote control 296 for receiving information from and rendering

information to subscribers, and/or an audiovisual input device 298. Other examples may

include voice recognition and synthesis devices (not shown).

Although Fig. 2 illustrates devices, such as a mobile telephone 292, a PDA 293, and a

TV remote control 296, as being peripheral with respect to the general-purpose computer

270, in another implementation, such devices may themselves include the functionality of the

general-purpose computer 270 and operate as the client device 220. For example, the mobile

phone 292 or the PDA 293 may include computing and networking capabilities, and may

function as a client device 220 by accessing the delivery network 260 and communicating

with the host system 210. Furthermore, the cUent system 205 may include one, some or all

ofthe components and devices described above.
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Referring to Fig. 3, a communications system 300 is capable of delivering and

exchanging information between a client system 305 and a host system 310 through a

communication link 315. Ghent system 305 typically includes one or more client devices

320 and one or more client controllers 325 for controlling the chent devices 320. Host

system 310 typically includes one or more host devices 335 and one or more host controllers

340 for controlling the host devices 335, The communications link 315 may include

communication pathways 350, 355 enabling communications through the one or more

delivery networks 360.

Examples of each element within the communication system of Fig. 3 are broadly

described above with respect to Figs. 1 and 2. In particular, the client system 305 and the

communications link 315 typically have attributes comparable to those described with

respect to client systems 105 and 205 and commimications links 115 and 215 of Figs. 1 and

2. Likewise, the host system 310 of Fig. 3 may have attributes comparable to and may

illustrate one possible implementation ofthe host systems 1 10 and 210 shown in Figs. 1 and

2.

The host system 3 10 includes a host device 335 and a host controller 340. The host

controller 340 generally is capable of transmitting instructions to any or all of the elements of

the host device 335. For example, in one implementation, the host controller 340 includes

one or more software applications loaded on the host device 335. However, in other

implementations, as described above, the host controller 340 may include any of several

other programs, machines, and devices operating independently or collectively to control the

host device 335.

hi the implementation shown by Fig. 3, the host device 335 includes a login server

370 for enabling access by subscribers and routing communications between the client

system 305 and other elements of the host device 335. The host device 335 also includes

various host complexes such as the depicted OSP ("Online Service Provider") host complex

380 and IM ("Listant Messaging") host complex 390. To enable access to these host

complexes by subscribers, the client system 305 may include communication softw^e, such

as, for example, an OSP client application and anM chent appUcation. The OSP andM
cUent apphcations are designed to facilitate the subscriber's interactions with the respective

services and, in particular, may provide access to the services available within the respective

host complexes. For example, in an Instant Messaging application, a subscriber may use the
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IM client application to determine whether particular subscribers ("buddies") are online, to

exchange instant messages with particular subscribers, to participate in group chat rooms, to

send and receive files such as pictures, invitations or documents, to find other subscribers

with similar interests, to receive or perceive customized news and stock quotes, and to search

the Web.

Typically, the OSP host complex 380 supports services such as email, discussion

groups, chat, news services, and Internet access. The OSP host complex 380 is generally

designed with an architecture that enables the machines within the OSP host complex 380 to

communicate with each other, where certain protocols (i.e., standards, formats, conventions,

rules, and structures) are employed to enable the transfer of data. The OSP host complex 380

ordinarily employs one or more OSP protocols and custom dialing engines to enable access

by selected client applications. The OSP host complex 380 may define one or more specific

protocols for each service based on a common, underlying proprietary protocol.

The IM host complex 390 generally is independent of the OSP host complex 380, and

supports IM services irrespective of a subscriber's network or Internet access. Thus, the IM

host complex 390 allows subscribers to send and receive instant messages, whether or not

they have access to my particular ISP. The IM host complex 390 may support associated

services, such as administrative matters, advertising, directory services, chat, and interest

groups related to the IM services. The IM host complex 390 has an architecture that enables

the machines within the IM host complex to communicate with each other. To transfer data,

the IM host complex 390 employs one or more standard or exclusive IM protocols.

The host device 335 may include one or more gateways that connect and therefore

link complexes, such as the OSP host complex gateway 385 and the IM host complex

gateway 395. The OSP host complex gateway 385 and the IM host complex 395 gateway

may directly or indirectly link the OSP host complex 380 with the IM host complex 390

through a wired or wireless pathway 396. Ordinarily, when used to facilitate a link between

complexes, the OSP host complex gateway 385 and the IM host complex gateway 395 are

privy to information regarding a protocol anticipated by a destination complex, which

enables any necessary protocol conversion to be performed incident to the transfer of data

from one complex to another. For instance, the OSP host complex 380 and IM host complex

390 may use different protocols such that transferring data between the complexes requires

10
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protocol conversion by or at the request of the OSP host complex gateway 385 and/or the JM

host complex gateway 395.

Fig, 4A shows an implementation of a communications system 400 that includes a

host system 410, a communications link 415, one or more client devices 420, and a network

5 address translator (NAT) device 45 1 . The communications link 415 may include

communication pathways 450, 455 enabling communications through one or more delivery

networks 460.

Examples of several elements within the communications system 400 of Fig. 4A are

broadly described above with respect to Figs. 1-3. hi particular, the host system 410 and the

10 communications link 415 typically have attributes comparable to those described with

respect to host systems 110, 210, and 310 and communications links 115,215, and315

shown in Figs. 1-3. Likewise, the chent devices 420 of Fig. 4A may have attributes

JS comparable to and may illustrate one possible implementation of the client devices 120, 220,

C and 320 shown in Figs. 1-3, and the comnumication pathways 450, 455 md deUvery

Id 1 5 networks 460 typically have attributes comparable to and may describe one possible

% implementation of the communication pathways 150, 155, 250, 255, 350, and 355, and the

lU delivery networks 160, 260, and 360, shown in Figs. 1-3.

y. Communications system 400 may include multiple client devices 420a-420n arranged

in a network configuration, for example, a LAN or a WAN. More specifically, the cHent

fU 20 devices 420a-420n may be arranged in a home network configuration. Chent devices 420a-

420n may communicate with host system 410 through the NAT device 45 1 . NAT device 45

1

includes one or more devices capable ofperforming network address translation to enable

multiple chent devices 420a-420n to communicate with the host system 410 and other

external devices or systems by translating between a set of addresses assigned to the chent

25 devices 420a-420n by the host system 410 and a set of addresses used by the NAT device

451 to identify and distinguish the client devices 420a-420n intemally.

Fig. 4B is an exemplary table that illustrates the association between identifiers

assigned by NAT device 451 and host-assigned identifiers, which are discussed below in

more detail with respect to Fig. 5, For instance, NAT device 451 may assign client device

30 420a an identifier (e.g., an address, a port, or a combination of address and port), in this

instance 192.168.16.12, while host system 410 assigns chent device 420a a different

identifier (e.g., a routable IP address, a token, a combination of alphanumeric characters, or

11
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any combination ofthese types of identifiers), in this instance 10.728.13.1. Similarly, NAT

device 451 may assign client device 420b an identifier (e.g., 192.168.16.14), while the host

system 410 assigns a different identifier (e.g., 12.640.17.3). Thus, as illustrated by the table,

each client device 420a-420n may be assigned multiple identifiers and a relationship between

the identifiers may be stored.

Failing to recognize and thus distinguish the individual client devices or individual

users ofthe individual chent devices may prevent external systems firom enforcing or

enabling features that are based on distinctions among individual client devices or users, such

as parental access controls. Similarly, without recognition of or distinction among cHent

devices and their users, it may not be possible for an external device (e.g., an hitemet Service

Provider (ISP) host device) to make host-maintained preferences specific to particular chent

devices and their users (e.g., personal identification settings, personal web pages, account

information, wallet information, and financial information) accessible to those devices or

users.

Fig. 5 illusti-ates an exemplary process 500 used by a host system to assign an

identifier to at least one chent device with which it communicates through a NAT device and

to communicate with that client device. Process 500 may be performed by the systems

and/or components described above with respect to Figs. 1-4A. In general, process 500

includes enabling communications from a first client device (step 510). Next, a data packet

is received (step 520). The data packet includes a payload portion and an attiibute portion,

with the attribute portion including one or more addresses, such as a destination address and

a nearest source address.

After receiving a data packet, the host system determines whether the received data

packet was communicated by the first client device through aNAT device (step 525). If the

received data packet was communicated by the first chent device through aNAT device, ther

the host system examines a portion of the received data packet other than the nearest source

address in an attempt to identify a host-assigned identifier of the chent device that

communicated the received data packet (step 530). After the data packet is examined by the

host system (step 530), the received data packet is processed in accordance with

predetermined host system controls accessible to the host system for the first cUent device

identified (step 540).

12
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If the host system determines that the received data packet was not communicated by

the first client device through a NAT device (step 525), then the received data packet is

processed otherwise (step 550). For example, the data packet may be processed based on the

nearest source address and/or the destination address.

5 Predetermined host system controls for the first chent device may be associated with

a host-assigned identifier (e.g., a first identifier) that identifies the first client device and that

is communicated to aNAT device through which the cUent device and the host system

communicate (step 560). This association may be made prior to enabling communications

from the first chent device (step 510) or prior to receiving a data packet (step 520).

10 Associating predetermined host system controls for the first client device with a host-

assigned identifier (step 560) typically may be performed by the host system 410 of Fig. 4A.

The host-assigned identifier may include, for example, a routable IP address, a token, a

^7' combination of alphanumeric characters, or any combination of these types of identifiers.

Once predetermined host system controls are associated with a host-assigned identifier (step

i7ii 5 560), the host-assigned identifier may be communicated through a NAT device to a chent

li device to be included in payload portions of data packets that are communicated between the

fV- client device and the host system through the NAT device. The host-assigned identifier

1^^. generally is used to uniquely identify the client device to which it is assigned. In one

implementation, the identifier may be assigned by a tunneling mechanism component of the

fll 20 host system.

K Process 500 may be repeated and may be performed with respect to one or more

client devices. Thus, the host system may communicate with and identify one or more chent

devices that communicate with the host system through aNAT device.

Enabling communications firom the first client device (step 510) may include enabling

25 communications from the first client device (e.g., using a protocol and/or a tunneling

protocol mechanism). In one implementation, for example, a tunneling mechanism may be

included as part of the host system 410 of Fig. 4A. The tunneling mechanism may enable

communications using different protocols that support the tunneling mechanism, such as, for

example, L2TP, PPP, PPPoE, UDP, TCP, token-based tuimeling protocols, and combinations

30 of these protocols. In one implementation, enabling communications from the first chent

device (step 510) may include enablmg communications from the first chent device without

using cookies.

13
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A received data packet (step 520) may include a payload portion and an attribute

portion. The attribute portion of a data packet may include a source address, a destination

address, a source port, and/or a destination port. The source address in the attribute portion

may include a nearest source address, which may be the source address of the NAT device.

Prior to communicating a data packet from a chent device to the host system, the NAT

device may replace the source address of the client device in the attribute portion with the

source address ofthe NAT device. The NAT device may perform this address translation for

one or more client devices that communicate to external systems through the NAT device.

The payload portion ofthe data packet typically includes the data message that is

communicated between a chent device and a host system.

In one implementation, when communications between the chent devices and the host

system use L2TP, the nearest source address may include an L2TP call number or a

combination of the L2TP call number and an IP address.

After receiving the data packet (step 520), the host system may determine whether or

not the data packet was communicated from a chent device through aNAT device (step 525).

Additionally or alternatively, the host system may treat all received data packets as ifthey

were communicated from a chent device through aNAT device. The host system may

determine that the data packet was communicated through aNAT device in a variety of

ways. For example, the host system may use a look-up table that includes the NAT device's

routable BP address. The NAT device may use a flag or indicator to indicate to the host

system that the data packet is from aNAT device. Also, the host system may recognize that

the data packet is from aNAT device because the data packet is sent to a designated port at

the host system. Other methods ofrecognizing that the packet is from aNAT device also are

possible, hi one implementation, the host system may examine the payload portion ofthe

first data packet received from the chent device to determine ifthe data packet is from a

NAT device.

If the host system determines that the received data packet was not communicated

through aNAT device (step 525), the host system may process the data packet in accordance

with predetermined host system controls for the nearest source address or confrols that are

otherwise assigned (step 550), perhaps without having to examine the received data packet

for a host-assigned identifier (step 530). By confrast, ifthe received data packet was

communicated through aNAT device (step 525), then the host system may examine portions
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Other than the nearest source address of the received data packet for a host-assigned identifier

that can be used to identify the cUent device that communicated the data packet (step 530).

In one implementation, examining portions other than the nearest source address (step

530) includes examining the payload portion of the received data packet for the host-assigned

identifier. Examining the payload portion of the received data packet may include scanning

the payload portion for the host-assigned identifier. Examining portions other than the

nearest source address (step 530) also may include examining the attribute and/or payload

portion of the received data packet for a host-assigned identifier that differs firom the nearest

source address and that identifies the client device that communicated the received data

packet.

Once the host system examines portions other than the nearest source address of the

received data packet (step 530), the host system processes the received data packet in

accordance with predetermined host system controls accessible to the host system (step 540).

For example, ifthe host-assigned identifier identifies a first client device, then the host

system processes the data packet in accordance with predetermined host system controls

accessible to the host system for the first cUent device (step 540).

The predetermined host system controls may include, for example, parental controls

and/or controls over personal financial information, a personalized web page, personal

identification information communicated to a third party, and/or wallet information. In

addition to being accessible by the host system or as an alternative thereto, the predetermined

host system controls may be maintained by the host system.

Processing the received data packet (step 540) may include communicating the data

packet to a device within the host system. Additionally or alternatively, processing the

received data packet (step 540) may include communicating the data packet to a system or a

device external to the host system.

When examining the received data packet (step 530) does not reveal a host-assigned

identifier (not shown), then the host system may process the received data packet (step 540)

by discarding the data packet. Additionally or alternatively, in this instance, the host system

may process the received data packet (step 540) by communicating the data packet to a

device within the host system or to a device external to the host system that may be designed

to handle unrecognized data packets, or by applying default controls to the data packet.
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Process 500 may further include identifying a user of a client device based on a user

identifier (step 530), alone or in combination with the examined host-assigned identifier. For

example, the user identifier may include a user name (e.g., a name or a screen name) and/or a

password. Thus, the host system may process received data packets (step 540) in accordance

with predetermined host controls that are maintained based on the examined host-assigned

identifier and/or the user identifier. For instance, the host system may enforce parental

controls for a particular user based on either one or a combination of the host-assigned

identifier and the user identifier.

Process 500 may fiirther include identifying the client device from among several

client devices based on the examined host-assigned identifier (step 530). In this instance, the

received data packet may be processed (step 540) in accordance with the predetermined host

system controls accessible to the host system for the identified chent device.

hi one implementation, the data packet is identified as being communicated from a

NAT device (step 525) by examinuig the attribute portion of the received data portion for the

source address, where the source address identifies the NAT device. After examining the

attribute portion, the source address may be used to determine whether the received data

packet is a fu*st data packet received fi-om the NAT device. The host system only examines

the payload portion of the data packet for the host-assigned identifier when the received data

packet is determined to be a first data packet received fi"om the NAT device.

In one implementation, received data packets (step 520) may be examined for a host-

assigned identifier that identifies the client device that communicated the received data

packet (step 530) whether or not the data packet has been identified as being communicated

from a NAT device (step 525). In this instance, the received data packet may be processed

(step 540) in accordance with the predetermined host system controls accessible to the host

system for the identified client device.

Fig. 6 illustrates an exemplary process 600 for at least one client device to be

identified by and to communicate with a host system through a NAT device. Process 600

may be performed by the systems and/or components described above with respect to Figs.

1-4A. Initially, a client device sends a data packet intended for an external device to aNAT

device (step 610). Prior or subsequent to the cKent device sending the data packet, the NAT

device receives an identifier firom the host system for each client device commxmicating

through the NAT device (step 620). The identifier received from the host system is
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embedded (e.g., by the NAT device or the cUent device) in a portion of the data packet

communicated between the cUent device and the host system to identify the chent device

(step 630). The data packet with the embedded identifier then is sent to the host system,

where the host system examines the data packet for a source identifier other than the nearest

source address corresponding to the NAT device. The host system then processes the data

packet in accordance with predetermined host system controls accessible to the host system

for a chent device identified (step 640).

More specifically, for example, communicating with the host system (step 610) may

include communicating firom a chent device with the host system using a tunneling

mechanism or otherwise, as described above with respect to Fig. 5. Process 600 may be

repeated and may be performed with respect to one or more client devices. Thus, one or

more client devices may communicate through a NAT device with the host system and each

client device may be identified by the host system. This enables the host system to enforce

predetermined host controls that are particular to each client device communicating through a

NAT device and that are accessible to the host system, such as, parental and other controls as

described above with respect to Fig. 5.

Receiving the identifier (step 620) may include receiving the identifier from the host

system for use to uniquely identify the particular client device associated with the source

NAT device. Multiple chent devices communicating through the same NAT device may

each receive a different identifier from the host system for use in uniquely identifying each

particular client device, hi one implementation, the identifier is received firom a tunneling

mechanism that is associated with or included as a part of the host system.

The identifier may be embedded in the data packet (step 630) to allow the host system

to identify the particular client device that communicated the data packet by examining the

data packet for the identifier. The identifier may be embedded into the payload portion of the

data packet or otherwise.

Sending the data packet to the host system (step 640) may include sending the data

packet to the host system and having the host system examine an appropriate portion or all of

the data packet and process the data packet in accordance with predetermined host system

controls accessible to the host system for the client device when the data packet is found to

include the identifier. Sending the data packet to the host system (step 640) also may include

sending the data packet to the host system and having the host system examine the data
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packet for a host-assigned identifier that is different from the nearest source address. The

host system then may process the data packet in accordance with the predetermined host

system controls accessible to the host system for the chent device that sent the data packet.

The described systems, methods, and techniques may be implemented in digital

electronic circuitry, computer hardware, firmware, software, or in combinations ofthese

elements. Apparatus embodying these techniques may include appropriate input and output

devices, a computer processor, and a computer program product tangibly embodied in a

machine-readable storage device for execution by a programmable processor. A process

embodying these techniques may be performed by a programmable processor executing a

program of instructions to perform desired functions by operating on input data and

generating appropriate output. The techniques may be implemented in one or more computer

programs that are executable on a programmable system including at least one programmable

processor coupled to receive data and instructions from, and to transmit data and instructions

to, a data storage system, at least one input device, and at least one output device. Each

computer program may be implemented in a high-level procedural or object-oriented

programming language, or in assembly or machine language if desired; and in any case, the

language may be a compiled or interpreted language. Suitable processors include, by way of

example, both general and special purpose microprocessors. Generally, a processor will

receive instructions and data from a read-only memory and/or a random access memory.

Storage devices suitable for tangibly embodying computer program instructions and data

include all forms of non-volatile memory, including by way of example semiconductor

memory devices, such as Erasable Programmable Read-Only Memory (EPROM),

Electrically Erasable Programmable Read-Only Memory (EEPROM), and flash memory

devices; magnetic disks such as intemal hard disks and removable disks; magneto-optical

disks; and Compact Disc Read-Only Memory (CD-ROM), Any of the foregoing may be

supplemented by, or incorporated in, specially-designed ASICs (application-specific

integrated circuits).

It will be understood that various modifications may be made. For example,

advantageous results still could be achieved if steps of the disclosed techniques were

performed in a different order and/or ifcomponents in the disclosed systems were combined

in a different manner and/or replaced or supplemented by other components. Accordingly,

other implementations are within the scope ofthe following claims.
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